Privacy Policy
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Last updated: May 7, 2026

App: LYOSHA

Developer / legal entity: Botnarciuc Elena

Contact: lyosha.app@gmail.com

1. Introduction

LTS

This Privacy Policy explains how Botnarciuc Elena (“we”, “us”, or “our”) collects, uses, stores, and protects informa-
tion when you use the LYOSHA mobile application (the “App”).

LYOSHA is a family bedtime audio stories app designed to help parents and families create a calm listening ritual.
The App is intended to be managed by a parent or legal guardian, including account access, subscription, and
purchases.

2. Information We Collect

We collect a limited set of information necessary to operate the App, manage subscriptions, provide support, maintain
security, diagnose technical issues, and improve the listening experience.

Category

Examples

Purpose

Adult account data

Subscription and purchase data

Usage data

Technical data

Diagnostics

Support communications

Email address, name if provided by
the sign-in provider, user ID,
sign-in method such as Apple,
Google, or email.

Subscription status, plan type, trial
status, entitlement access,
purchase history inside the App,
renewal/cancellation status where
available.

Stories opened or played, listening
progress, listening duration,
favorites, app screens visited,
language settings, subscription
interactions, paywall actions.
Device type, operating system
version, app version, approximate
region, language settings,
installation ID or technical
identifiers, IP address in server
logs.

Crash reports, performance data,
error logs, app state at the time of
an error.

Email address, message content,
attachments or details voluntarily
provided by the user, support
history.

Create and manage the adult
account; authenticate the user;
provide access to purchased
content.

Provide access to paid content,
restore purchases, manage
subscription access, and prevent
payment-related errors.

Improve content, usability,
onboarding, subscription
experience, and product quality.

Operate, secure, debug, and
improve the App.

Detect, prevent, and fix technical
issues.

Respond to requests, resolve
issues, and provide customer
support.

3. Information We Do Not Intentionally Collect

» We do not knowingly collect personal information from children.



* We do not ask children to create accounts.

» We do not intentionally collect a child’s name, age, photo, video, voice recording, address, school, or contact
details.

» We do not collect precise geolocation.

» We do not collect contacts from the device.

» We do not use advertising SDKs inside the App.
» We do not use IDFA for advertising.

* We do not sell personal data.

» We do not track users across apps or websites owned by other companies for advertising purposes.

4. Children’s Privacy

The App is designed for family use and is intended to be managed by a parent or legal guardian. Any account,
subscription, purchase, or support interaction should be handled by an adult.

We do not knowingly collect personal information from children. If we become aware that we have collected personal
information from a child without appropriate parental consent where required, we will take reasonable steps to delete
that information.

If you believe that a child has provided personal information to us, please contact us at lyosha.app@gmail.com.

5. How We Use Information

» To provide access to the App and its audio content.

» To manage subscriptions, free trials, purchases, and restored purchases.

+ To authenticate adult users and maintain account access.

» To remember app preferences, listening progress, and selected content where applicable.

 To improve the App, including content experience, onboarding, paywall clarity, and product performance.
» To diagnose crashes, bugs, and technical issues.

 To provide customer support.

» To maintain security, prevent misuse, and comply with legal obligations.

6. Legal Bases for Processing

Where applicable data protection laws require a legal basis, we process personal data based on one or more of the
following:

» Contractual necessity: to provide the App, subscriptions, purchases, and account access.

+ Legitimate interests: to improve the App, maintain security, diagnose issues, and understand product perfor-
mance, provided these interests do not override user rights.

» Consent: where required by law, for optional analytics, communications, or permissions.

* Legal obligations: where we need to comply with applicable laws, tax, accounting, consumer protection, or
platform requirements.



7. Third-Party Service Providers

We may use trusted third-party service providers to operate the App, process subscriptions, authenticate users,
diagnose errors, and understand app performance. These providers may process data on our behalf and only for
the purposes described in this Privacy Policy.

Provider type Possible role

Apple App Store, In-App Purchase, subscription
management, payment processing, purchase
restoration, Sign in with Apple.

Google Google Sign-In for account authentication.

Apple StoreKit (In-App Purchase) Subscription entitlement management, purchase
status, trial status, and purchase restoration via
Apple’s native StoreKit 2 framework.

Firebase (Google LLC) Backend data storage, user authentication, crash
diagnostics, performance monitoring, and app
analytics.

Hosting / backend provider Secure storage and processing of account,
subscription, content access, and technical data.

Customer support tools Processing support requests and communication
history.

8. Payment Information

Payments for subscriptions and in-app purchases are processed by Apple through the App Store. Apple processes
payment and transaction information according to its own terms and privacy practices.

9. Data Retention

We retain personal data only for as long as necessary for the purposes described in this Privacy Policy, including
to provide the App, maintain subscription access, resolve support issues, comply with legal obligations, and protect
our legitimate interests.

» Account data is retained while the account remains active and for a reasonable period after deletion if required
for legal, security, or operational reasons.

» Subscription and purchase records may be retained as necessary for entitlement, accounting, tax, fraud pre-
vention, and support purposes.

+ Diagnostic and analytics data is retained for a limited period needed to monitor app quality and resolve technical
issues.

» Support communications are retained as needed to resolve the request and maintain support history.

10. Deletion Requests and User Rights

You may request access, correction, deletion, or restriction of personal data, subject to applicable law. You may also
request that we delete your account information where technically available and legally permitted.

To submit a request, contact us at lyosha.app@gmail.com. We may need to verify your identity before processing
the request.

Please note that deleting the App from your device does not automatically cancel an active App Store subscription.
Subscription cancellation must be managed through your Apple Account or App Store subscription settings.



11. Security

We use reasonable technical and organizational measures to protect information against unauthorized access, loss,
misuse, alteration, or disclosure. However, no method of electronic storage or transmission is completely secure,
and we cannot guarantee absolute security.

12. International Transfers

Depending on your location and the service providers used, your information may be processed in countries other
than your country of residence. Where required by applicable law, we use appropriate safeguards for international
data transfers.

13. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. If we make material changes, we will update the “Last updated”
date and, where appropriate, provide additional notice in the App or through other reasonable means.

14. Contact Us

If you have questions about this Privacy Policy or our data practices, please contact us:
* Legal entity: Botnarciuc Elena
» Email: lyosha.app@gmail.com
» Address: Hincesti 70, Chisinau 2028, Moldova
» Country: Republic of Moldova



Monutuka koHUAeHUNaNbLHOCTU

Hata sctynnexus B cuny: 7 mas 2026 r.

MNocnegHee obHoBneHue: 7 mas 2026 .
MpunoxeHue: LYOSHA

Paspabotuuk / opuanyeckoe nuuo: Botnarciuc Elena

KoHTakT: lyosha.app@gmail.com

1. BBegeHune

HacToswas MNonutuka KoHdmaeHunanbHOCTM 0BbACHAET, Kakyto nHpopmauuio Botnarciuc Elena (B gansHenwem
— “mbl”, “Hac” unun “Haw”) cobupaet, NCNOoMb3yeT, XPaHUT 1 3alluLLlaeT B paMKax UCMNOMb30BaHUS MOOMMAbLHOrO
npunoxexus LYOSHA (“INpunoxeHne”).

LYOSHA — cemelnHoe npunoxeHue ¢ ayamockaskaMu Ans yknaabiBaHWsi Neped CHOM. YMpaBrieHWe akkayHTOM,
I'IOJJ,I'II/ICKOI7I M NOKyNKamMu oCyLLEeCTBNAETCA poguTtenem nnn 3akKkoHHbIM npeacrtaBuTeneMm.

2. Kakyto nHcpopmauyumio mbl cobmpaem

Mbl cobupaem orpaHUYeHHbIN 06beM AaHHbIX, HE0BXoaUMbIX Afst paboTbl MpUnoXxeHus, ynpaBneHnst NoAnMcKamu,
obecrneyeHns TEXHNYECKON NoaaepKu 1 yry4lleHUs Nornb30BaTernbCKoro onbITa.

[aHHble akkayHTa. Apec 3reKTPOHHON NOYThI, M4 (€CnK NPeaoCTaBeHO CePBUCOM aBTOpMU3aLIMmn), naeHTnudmkaTop
nonb3oBatens n cnocod Bxoada (“Bxog 4vepes Apple”, “Bxog 4vepe3 Google” unu anekTpoHHas nouta). Llens:
co3gaHue 1 yrnpasreHre akkayHTOM, ayTeHTUUKaLMSA 1 JOCTYN K ONfadyeHHOMY KOHTEHTY.

HaHHble nognuckn M nokynok. CtaTtyc noanucky, Tun Tapuda, ctatyc NpobHoro nepuoaa, UCTOPUS MOKYMOK,
cTaTyc OTMeHbI Unu npoanenus. Lienb: npegoctaBneHne AocTyna K NraTHOMY KOHTEHTY, BOCCTaHOBIIEHWUE MOKYMOK,
ynpasneHve AOCTYNOM 1 NpefoTBpalleHre owmMbok onnarbl.

[daHHble wucnonb3oBaHuA. OTKpPbITbIE WKW MPOCMYLWAHHbIE CKaskW, MPOJOIDKUTENBHOCTL MNPOCNYLIMBaHUS,
aKTUBHOCTb B [NpunoxeHun, 0ENCTBUSA C NanBOSIOM, sI3bIKOBblE€ HACTPOWKKN, N3bpaHHble ckasku. Llenb: yny4weHne
KOHTEHTa, HaBuraymm n obuiero kayectea [NpunoxeHus.

TexHuyeckue gaHHble. Tun yctpowncTea, Bepcus OC, Bepcusa MpunoxeHus, npubNmKEHHbIN PErnoH, s3bIKOBbIE
HaCTPOWKK, TeXHUYeCKne naeHTudmkaTopbl YCTaHOBKM, IP-agpec B xxypHanax cepsepa. Lenb: pabota, 3awuTa,
oTnagka v ynyJweHue NpunoxeHus.

AuvarHoctuka. OT4éTbl 0 c6OSX, AaHHbIE O NPOM3BOAUTENBHOCTHU, XypHanbl OWMBOK, cocTosHme lpunoxeHus B
MOMEHT oLmnbKK. Llenb: oBHapyxeHue, ycTpaHeHue 1 NpegoTBpaLleHne TeXHUYECKnX npobnem.

O6paweHuns B cnyx6y noaaepXkn. AQpec aMeKTPOHHON MoYTbl, CoAepXXaHue COOBLLEHUS, BIIOXEHNA U UCTOPUS
obpalieHnii. Llenb: oTBeT Ha 3anpockl U peLleHne npobnem.

3. Y10 MbI He cobupaem
Mol He co6|/|paeM HaMepeHHO nepcoHalribHble AaHHble p,eTe|7|.
Mol He npocum D,eTel7| co3faBaTb aKKayHThI.

Mbl He cobupaem nms, Bo3pacT, poTo, BMAEO, roflocoBbIE 3anvcu, agpec, y4ebHoe 3aBedeHne UM KOHTaKTHbIE
OaHHble pebéHka.

Mkl He cobMpaeM TOYHbIE reofaHHbIe.
Mbl He ucnonb3yem SDK peknamHbIX ceTen.
Mbl He Npogaém nepcoHarnbHble JaHHbIE.

Mbl He oTcnexvBaem nornb3oBaTenen Yyepes NpunoXxeHna n canTbl opyrux KOMMaHun B peKnamMHbIX Lenax.



4. KoHdmaeHUManbHOCTb AeTen

MpunoxeHne npegHasHa4yeHO AN CEMEWHOrO MCMNOMb30BaHWSA MOoL PYKOBOACTBOM poaUTENSA MAW 3aKOHHOMO
npeacraeutens. Mbl He NpocuM AeTen co3naBaTb akkayHTbl U HE cOOMpaeM HaMepeHHO NepCoHarnbHble AaHHbIE
aeten.

Ecnu Bam cTano n3BecTHo, YTo peGEHOK Nepeaan Ham nepcoHanbHble AaHHble, NoXanyicTa, CBSKUTECH C HAMM MO
agpecy lyosha.app@gmail.com — Mbl IpYMeM pasyMHble Mepbl AN yaaneHnusl Takux AaHHbIX.

5. Kak Mbl ucnonb3syem nHdopmauuro

* MpepoctaeneHune goctyna K MpUnoXeHWIo U ero ayauoKOHTEHTY.

* YnpaBneHue noanMckaMmu, NpobHbIMK Nepuogamm n NoKynkamm.

» AyTeHTnduKaumsa B3pOCHbIX Nonb3oBaTenen 1 nogaep:kaHue OCcTyna K akkayHTY.

» CoxpaHeHue HacTpoek [punnoxeHus, ICTopun NPoCcnyLIMBaHNS U M3GPAHHOIO KOHTEHTA.
* Yny4lleHne KOHTEHTa, HaBuraummn n obuuero kavectsa MpunoxeHus.

» Obecne4yeHne be3onacHOCTU U cobnogeHne 3akoHoaaTenbHbIX 00593aTenbCTB.

» OTBET Ha 3anpockl B crnyXby noaaepxku.

* [narHocTuka owmnboK 1 TEXHNYECKNX Npobnem.

6. NpaBoBbLIe 0OCHOBaHUA 06paboTKU

Tam, rge npuMeHUMble 3aKOHbl TPEOYHT HanuuMsi MPaBOBOrO OCHOBaHUS, Mbl ObOpabaTbiBaeM nepcoHarnbHble
JaHHble Ha OCHOBaHWWN OHOIO UMM HECKOIbKUX U3 CReayoLLIMX OCHOBaHWIA:

* UcnonHeHue AoroBopa: npegocrasrieHne an/IJ'IO)KeHVIﬂ, NOANMNCOK, NMOKYNOK N OOCTyNa K akKKayHTY.

+ 3aKOHHblIe MHTepechl: ynydweHue [NpunoxeHunsi, obecneyeHne 6Ge30NacCHOCTU, AUArHOCTMKA OLUMOBOK ©
MOHUTOPUWHI NPOU3BOANTENBHOCTY [punoxeHms.

+ Cornacue: Tam, rge atoro Tpe6yeT 3aKOH, Ans Heobs3aTenbHOW aHaNUTUKKL U KOMMyHI/IK&LI,MVI.

+ 3akoHogaTenbHble 06si3aTenbCTBA: TaM, rae Mbl 06si3aHbl COOMOAATL 3aKOH, HasoroBble TpeGoBaHUsA Unn
HOPMbI 3aLLMTbI NOTpebuTenen.

7. CTOpOHHMe NOoCTaBLYMKN yCRyr

Ona pa6otbl MpunoxkeHnst Mbl MOXEM MNpUBIeKaTb HaAEXHbIX CTOPOHHMX MOCTaBLMKOB ycnyr.  OHWM MoryT
o6pabaTbiBaTb AAHHbIE OT HALLEro UMEHM 1 TOSBbKO B LENsIX, ONUCaHHbIX B HacTosiwen MNonuTtuke.

» Apple: App Store, BCTpOEHHbIE NOKYMKWU, YNpaBneHne noanMckaMmm 1 nnatexamm, BOCCTaHOBMNEHME MOKYMOK,
BxoA Yepes Apple.

+ Google: Bxog yepe3 Google Ans ayTeHTUDMKALMM aKKayHTa.

» Apple StoreKit (BcTpoeHHble nokynku Apple): ynpaBneHue nognuckon, cTatycomM npobHOro nepuoda u
BOCCTaHOBMEHMEeM MOKYMNOK Yepes HaTuBHbIN chpernmBopk StoreKit 2.

* Firebase (Google LLC): xpaHeHue pAaHHbIX, ayTeHTUduMKauusa nonb3oBaTenen, aunarHoctuka cbHoes,
MOHUTOPUWHT NPOU3BOANTENBHOCTM U aHanuTUKa MNpunoxeHns.

» Cnyx6a noggepxku: obpaboTka 3anpocoB Nosb30BaTeNen n NCTOPUM NEPENUCKN.

8. Onnara

Onnarta NnognMcok 1 BCTPOEHHbIX MOKYNOK ocyllecTBnsaeTcs Yyepes Apple App Store. MiHdopmaums o TpaH3akumsix
obpabatbiBaeTcsa Apple B COOTBETCTBUN C €€ COBCTBEHHBLIMU YCIIOBUAMM U NOMUTUKON KOHUAEHUNANBHOCTMU.



9. XpaHeHue AaHHbIX

Mbl XpaHUM nepcoHarbHble AaHHbIE TONbKO CTOMbKO, CKOMNbKO 3TO HEOOX0AMMO AN LEenen, onMcaHHbIX B 4aHHOM
Monutuke. [laHHble akKkayHTa XPaHSATCS MOKa aKKayHT akTUBEH W B TeYeHuMe pasyMHOro BPEMEHM MNocfe ero
yoaneHus. [JaHHble O NMOAnucKax v MoKyrnKax XpaHsaTcs B CPOKWU, Heobxoammble s y4éTa, HanoroobnoxeHus u
npeaoTBpalleHnss MOLLEeHHNYEeCTBa.

10. NMpaBa nonb3oBaTeneun u 3anpochkl Ha yaaneHue

Bbl BNpaBe 3anpocuTb AOCTYN, UCNpaBreHue, yaaneHne unu orpaHnyeHne obpaboTkm nepcoHanbHbIX JAaHHbIX B
npegenax, ycTaHOBNEHHbIX 3akoHoM. [ns nogaym 3anpoca obpaltanTtecs no agpecy lyosha.app@gmail.com. Mol
MOXXeM MonpocuTb NOATBEPAUTL BaLlly NIMYHOCTL Nepen obpaboTkon 3anpoca.

O6patuTe BHMMaHue: yganeHue MNpunoxeHns ¢ yCTporucTBa He OTMEHSET akTUBHYLO nognucky App Store. OTmeHa
NnoanucKn oCyLLLECTBNAETCA Yepes HacTPOKrKKM akkayHTa Apple.

11. Be3onacHocTb

MbI NpYMeHsieM pa3yMHble TEXHUYECKNE N OpraHU3aLMOHHbIE MepPbI 4115 3aLLMTbl MHGOPMAaLMKN OT HECAHKLIMOHMPOBAHHOTO
AOCTyna, YTeYKM AaHHbIX, 3noynotTpebneHns unu pasrnaweHns. Tem He MeHee, HU OOWH 3MNEeKTPOHHbIA cnocob
XpaHeHus Unn nepegayn faHHblx He obecnevmBaeT abcontoTHoM B6e3onacHOCTU.

12. MexxayHapoaHble nepeaayn AaHHbIX

B 3aBMCMMOCTM OT Ballero MECTOHAXOXAEHUS M WUCMOSb3yeMbIX MOCTABLUMKOB YCIyr, BalW LaHHble MOryT
obpabaTtbiBaTbCA B CTpaHax, OTNUYHbLIX OT CTpPaHbl Ballero npoxusaHusa. Tam, rge atoro Tpedyer npuMeHnmoe
3aKoHOAATENbCTBO, Mbl UCMOMb3yeM Haanexallme rapaHTum Ans MexXayHapoaHbIx nepefay AaHHbIX.

13. U3meHeHun B NMonutuke

Mbl MOXXeM BpeMs OT BpeMeHU OOHOBNATbL HacToswWwywo MonuTtuky. Ecnv mbl BHECEM CyLLECTBEHHbIE U3MEHEHUS,
Mbl 06HOBUM AaTy (MocneaHero 06HOBNEHMAC 1 Npy HeoBX0AMMOCTM CO0BLLMM 06 3TOM B MNPUNOoXKeHUN nnu Yepes
Opyrve pasymHble CpeacTBa.

14. KoHTaKThI

Ecnn Yy BaC eCTb BOMNpPOCblI O HacToswen onuTuke unum Hawmx NpaKkTnKax O6p860TKM OaHHbIX, no>|<any|7|CTa,
CBAXUTECH C HaMW:

» lOpmauyeckoe nuuyo: Botnarciuc Elena
» Email: lyosha.app@gmail.com
» Appec: Hincesti 70, Chisinau 2028, Moldova

» CtpaHa: Pecnybnuka Mongoea



